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ABSTRACT

The growing integration of blockchain technology within the metaverse has created
an urgent need for effective systems to assess and mitigate transaction risks. This
study investigates the use of machine learning models, specifically LightGBM and
XGBoost, for predictive risk analysis in blockchain transactions. A dataset comprising
50,000 blockchain transactions, with 75% categorized as low-risk and 25% as high-
risk, was used to evaluate the performance of these models across key metrics.
LightGBM emerged as the superior model, achieving an accuracy of 91.2%,
surpassing XGBoost's 89.5%. Additionally, LightGBM recorded an AUC-ROC score
of 0.94, outperforming XGBoost’s 0.92. In terms of computational efficiency,
LightGBM demonstrated clear advantages. It required only 80 seconds for training
and 10 milliseconds per prediction, whereas XGBoost needed 120 seconds for
training and 15 milliseconds for prediction. Feature importance analysis further
highlighted the pivotal role of the Risk Score, which contributed 40% and 35% to the
predictive power of LightGBM and XGBoost, respectively. Other significant features
included Amount (USD) and Session Duration, showcasing the relevance of both
behavioral and transactional data in risk prediction. These results underscore
LightGBM's suitability for real-time risk assessment, making it a reliable and efficient
tool for managing large transaction volumes in blockchain ecosystems. However, this
study also acknowledges some limitations, including the imbalanced dataset and the
static nature of the models, which may struggle with evolving transaction patterns.
Future research could address these challenges by employing advanced resampling
techniques to balance the dataset, incorporating additional contextual features, and
developing adaptive models capable of handling dynamic risk profiles. Through these
advancements, this research contributes to the foundation for scalable and secure
risk assessment systems, fostering trust in blockchain-based metaverse applications.
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In contrast, machine learning (ML) techniques have demonstrated promising
capabilities in analyzing large-scale and complex datasets to detect patterns
indicative of high-risk behavior [3]. Recent studies have successfully applied ML
models, such as Random Forests, XGBoost, and Neural Networks, to fraud
detection and blockchain analytics, achieving encouraging outcomes [4].
However, many of these studies are confined to single-domain applications and
do not address the unique transactional dynamics of the metaverse, leaving a
significant gap in the literature.

Despite the advancements in ML-based risk assessment, several research
gaps remain unaddressed. Limited studies have explored the potential of
advanced gradient boosting algorithms, such as LightGBM, for real-time risk
prediction in blockchain transactions within the metaverse [5]. While XGBoost
has been widely utilized, comparative analyses that evaluate its performance
alongside LightGBM regarding predictive accuracy, computational efficiency,
and scalability are scarce. Furthermore, the role of specific features, such as
user behavioral patterns and transaction metadata, in enhancing predictive
models has not been adequately investigated. These gaps highlight the need to
comprehensively evaluate state-of-the-art ML models tailored to the
metaverse’s decentralized and diverse transactional landscape. LightGBM
represents a state-of-the-art gradient boosting framework that has gained
significant recognition for its high accuracy, computational efficiency, and
scalability. Its ability to handle large datasets and imbalanced class distributions
makes it particularly suitable for blockchain risk analysis. Similarly, XGBoost,
known for its robustness and interpretability, has been extensively applied to
fraud detection and anomaly detection tasks. However, a detailed comparative
assessment of these models within the context of blockchain transactions in the
metaverse remains underexplored, representing a critical avenue for research.
This study aims to bridge these gaps by evaluating and comparing the
performance of LightGBM and XGBoost in predicting transactional risks in
blockchain systems. The research focuses on analyzing both predictive
accuracy and computational efficiency while investigating the importance of
features in identifying the key predictors of high-risk transactions. By leveraging
advanced ML techniques and incorporating blockchain-specific features, this
study seeks to establish a scalable and efficient framework for risk assessment,
contributing to the broader goal of enhancing security and trust in blockchain-
based systems within the metaverse.

Literature Review

Integrating ML techniques into blockchain risk analysis has emerged as a
significant research domain in recent years, driven by the increasing complexity
of blockchain transactions and their adoption within the metaverse [6]. This
section reviews the relevant literature, focusing on blockchain risk analysis, the
application of ML models in detecting fraudulent or high-risk transactions, and
the role of advanced gradient boosting algorithms such as LightGBM and
XGBoost in addressing these challenges [7]. Blockchain technology has gained
widespread adoption across industries due to its decentralized, secure, and
transparent nature [8]. However, the pseudonymous nature of blockchain
transactions has created opportunities for illicit activities such as money
laundering, fraud, and cyberattacks. Traditional risk assessment approaches
often rely on rule-based systems and statistical models, which, while effective
in structured environments, struggle to adapt to the dynamic and evolving
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nature of blockchain ecosystems [9]. Studies have highlighted the need for
automated and data-driven techniques to identify anomalous or high-risk
transactions in real time, particularly as blockchain systems expand into the
metaverse, where transactional patterns become more diverse and complex
[10].

Machine learning techniques have been increasingly applied to blockchain
analytics, offering significant advantages in detecting anomalies and predicting
risks [11]. Supervised learning algorithms such as Logistic Regression, Support
Vector Machines (SVM), and Random Forests have been commonly used for
classification tasks, with studies reporting reasonable success in identifying
fraudulent transactions [12]. For instance, Random Forest models have
demonstrated robustness in handling large-scale datasets with multiple
features, while SVMs have shown effectiveness in identifying boundary cases
of fraudulent behavior [13].

More recent studies have employed gradient boosting algorithms such as
XGBoost for risk analysis, citing its ability to handle imbalanced datasets and
its strong predictive performance [14]. XGBoost has been applied in tasks
ranging from transaction fraud detection to cryptocurrency price prediction,
achieving high accuracy and interpretability [15]. However, while these studies
highlight XGBoost's potential, they often neglect the comparative efficiency of
other advanced models such as LightGBM, particularly in high-volume
transactional environments like the metaverse.

Gradient boosting algorithms have emerged as the state-of-the-art for predictive
modeling in various domains, including blockchain risk analysis [16]. XGBoost
introduced as an enhancement over traditional boosting techniques, has gained
popularity for its ability to optimize performance through features such as
regularization, tree pruning, and parallel processing. Several studies have
demonstrated its effectiveness in fraud detection tasks, particularly in scenarios
where computational efficiency is not the primary concern. LightGBM,
developed as an improvement over existing gradient boosting frameworks,
offers several advantages, including faster training times, reduced memory
usage, and better scalability [17]. Unlike XGBoost, LightGBM uses a histogram-
based approach for tree building, enabling it to handle large-scale datasets
more efficiently. Studies comparing the two models have reported that
LightGBM often outperforms XGBoost in terms of computational efficiency
without compromising predictive accuracy. However, research evaluating the
application of these models specifically in the context of blockchain transactions
within the metaverse remains limited [18].

Understanding feature importance is critical in developing interpretable ML
models for risk assessment. Features such as transaction amount, frequency,
and user behavior patterns have been widely studied in fraud detection tasks.
For blockchain transactions, additional features such as risk scores, session
durations, and geographical information have been shown to contribute
significantly to predictive accuracy. However, studies often overlook the
dynamic nature of these features in metaverse applications, where transactional
behaviors are influenced by virtual economies and decentralized governance
structures. While existing studies have made significant progress in applying
ML techniques to blockchain risk analysis, several gaps remain. Limited
research has explored the comparative performance of advanced gradient
boosting algorithms like LightGBM and XGBoost in real-time risk assessment
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for blockchain transactions within the metaverse. Furthermore, the role of
specific features in enhancing model performance and interpretability in this
unique environment is not well understood. These gaps highlight the need for a
comprehensive evaluation of state-of-the-art ML models tailored to the
decentralized and dynamic nature of blockchain systems in the metaverse.

Method

This study follows a structured methodology based on the research steps
depicted in the flowchart. The aim is to evaluate and compare the performance
of LightGBM and XGBoost in predictive risk analysis for blockchain
transactions. The methodology includes problem identification, dataset
preparation, data preprocessing, model development, and analysis, ensuring a
comprehensive evaluation of both models. These research steps summarized
in figure 1.
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e N Performance
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Figure 1 Research Step

This study employs LightGBM and XGBoost, two advanced gradient-boosting
algorithms, to predict risk in blockchain transactions. The dataset includes
50,000 transactions with features such as transaction amount (USD), session
duration (minutes), location region, transaction type, and risk score. The data is
imbalanced, with 75% labeled as low-risk and 25% as high-risk, reflecting real-
world conditions. Preprocessing steps included handling missing values,
encoding categorical variables using one-hot encoding, and standardizing
numerical features. The dataset was split into 80% training and 20% testing
data, maintaining the class distribution in both subsets.

Gradient boosting builds an ensemble of decision trees sequentially, where
each tree minimizes the error of the previous trees. The following objective
function guides the optimization [19]:

Objective = XL £(Yi, Ji) + Xk=1 Ofi) (1)

Note: Where ¢(Yi, Ji): loss function measuring the different between the actual
(Yi) and predicted (Ji) values.
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Q(fx): Regularization term to prevent overfitting, typically defined as [20]:
Q) = YT + 58] w} 2)

Note: Where T is the number of leaves, w; represents leaf weight, and y, 1 are
regularization parameters.

To optimize the models' performance, hyperparameter tuning was performed
using GridSearchCV, focusing on key parameters:

Learning rate (n): Controls the step size of gradient updates.

Number of estimators (n): Determines the number of boosting rounds.
Maximum depth (d): Limits the depth of each decision tree to prevent overfitting.
Subsample ratio (r): Fraction of the dataset used for training each tree.

The tuned hyperparameters were applied to retrain the models, ensuring they
achieved optimal performance.

Model performance was assessed using the following metrics:

TP+TN

Accur = =
CCUTACY = Tp Y TNTFP+FN (3)

Where TP, TN, FP, and FN represent true positives, true negatives, false
positives, and false negatives, respectively.

precision: The proportion of true positives (TP) among all predicted positives

(TP + FP):
.. (TP)
Precision = (4)
Recall: The proportion of true positives (TP) among all predicted positives
(TP + FN):
.. (TP)
Precision = TP+EN) (5)

F1 Score: The harmonic mean of precision and recall, providing a balanced
measure of the model's performance:

Fl=2 x Preci'si'oanecall (6)
Precision+ Recall

Feature importance was analyzed to identify the most influential predictors of
high-risk transactions. For both LightGBM and XGBoost, feature importance
scores were computed based on the contribution of each feature to reducing
prediction errors. These scores were visualized using bar charts for comparative
analysis.

The experiments were conducted on a system with an Intel Core i7 processor
and 16 GB RAM, running Python 3.9 with libraries such as lightgbm, xgboost,
and sklearn.

By employing these methods, the study provides a comprehensive evaluation
of LightGBM and XGBoost, focusing on their predictive capabilities,
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computational efficiency, and feature importance for blockchain risk analysis in
the metaverse.

Result and Discussion

The dataset utilized in this study consists of 50,000 blockchain transactions,
offering a comprehensive foundation for predictive risk analysis. A notable
characteristic of the dataset is its imbalanced risk distribution, with 75% of
transactions categorized as low-risk and 25% as high-risk, reflecting real-world
patterns where high-risk cases are less frequent but critical to detect. Key
features include the transaction amount (USD), which captures monetary
values indicative of risk levels, session duration (in minutes), which reflects user
engagement patterns, and a risk score ranging from 0.1 to 1.0, quantifying the
likelihood of a high-risk transaction. The descriptive statistics reveal an average
transaction amount of $1,500.25 with a standard deviation of $350.76, a mean
session duration of 45.2 minutes ranging from 5 to 90 minutes, and an average
risk score of 0.45, suggesting a significant presence of moderate-risk
transactions. This diverse dataset, with its combination of numerical and
behavioral features, serves as a robust platform for training and evaluating
machine learning models aimed at accurate risk prediction as represented in

table 1.
Table 1 Dataset Summary
Feature Mean Standard Min Max
Deviation
Amount (USD) 1500.25 350.76 10 5000
Session Duration (min) 45.2 10.8 5 90
Risk Score 0.45 0.20 0.1 1.0

The performance of XGBoost and LightGBM was compared using key
evaluation metrics such as accuracy, AUC-ROC, precision, and recall. The
results are presented in table 2.

Table 2 Model Performance Comparison

Metric XGBoost LightGBM
Accuracy (%) 89.5 91.2
AUC-ROC 0.92 0.94
Precision (%) 87.3 89.5
Recall (%) 85.6 88.1

LightGBM exhibited outstanding performance across all evaluation metrics,
clearly outperforming XGBoost in this study. It achieved an accuracy of 91.2%,
surpassing XGBoost's accuracy by a margin of 1.7%, which underscores its
effectiveness in classifying transactions correctly. Additionally, LightGBM
attained an AUC-ROC score of 0.94, exceeding XGBoost's score of 0.92,
thereby demonstrating its superior ability to distinguish between low-risk and
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high-risk transactions. Moreover, LightGBM's higher precision and recall
metrics further validate its stronger capability in identifying high-risk transactions
while minimizing false positives and false negatives. These results solidify
LightGBM's position as the more reliable and efficient model for predictive risk
analysis in blockchain systems. Analysis of feature importance revealed that
Risk Score was the most influential feature in predicting transaction risk for both
models, followed by Amount (USD), Session Duration, and Location Region.
Table 3 highlights the comparative importance of these features.

Table 3 Feature Importance Comparison

Feature XGBoost Importance (%) LightGBM Importance (%)
Risk Score 35 40
Amount (USD) 30 25
Session Duration 20 20
Location Region 15 15

Feature importance comparison are represented in figure 2.

Location Region

Amount (USD)

Risk Score
XGBoost
LightGBM
5 10 15 20 25 30 35 40
Importance (%)

Figure 2 Feature Importance Comparison

The computational efficiency of LightGBM and XGBoost was evaluated based
on their training and prediction times, with LightGBM demonstrating superior
performance in both aspects. LightGBM required only 80 seconds for training,
significantly faster than XGBoost's 120 seconds, reflecting its optimized
handling of large datasets. Similarly, LightGBM's average prediction time of 10
milliseconds per transaction outperformed XGBoost's 15 milliseconds, making
it more suitable for real-time risk assessment applications. These results,
summarized in table 4, highlight LightGBM's advantage in scenarios where both
speed and accuracy are critical, reinforcing its suitability for predictive risk
analysis in blockchain systems within the metaverse.

Table 4 Time Efficiency Comparison

Model Training Time (s) Prediction Time (ms)
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XGBoost 120 15

LightGBM 80 10

Time efficiency comparison are represented in figure 3.

120}
100}
801

60

Time (seconds)

40

201

XGBoost LightGBM
Models

Figure 3 Time Efficiency Comparison

The findings clearly demonstrate that LightGBM outperforms XGBoost in both
predictive accuracy and computational efficiency, making it the preferred model
for risk analysis in blockchain transactions within the metaverse. LightGBM’s
superior performance is evident in its higher accuracy and significantly faster
training and prediction times, which are crucial for real-time risk assessment.
Additionally, the feature importance analysis emphasizes the critical role of the
Risk Score in accurately predicting transaction risks. This insight not only
reinforces the reliability of LightGBM but also offers practical guidance for
designing and implementing targeted risk mitigation strategies, thereby
enhancing the overall security and efficiency of blockchain ecosystems.

Discussion

The findings of this study underscore the potential of machine learning models,
particularly LightGBM, in performing predictive risk analysis for blockchain
transactions within the metaverse. LightGBM consistently outperformed
XGBoost across multiple performance metrics, including accuracy, AUC-ROC,
precision, and recall, while also demonstrating superior computational
efficiency. These results are significant, as they highlight the feasibility of
implementing real-time risk prediction systems capable of handling large-scale
transactional data with high reliability. One of the critical insights derived from
this research is the importance of the Risk Score feature in identifying high-risk
transactions. The feature importance analysis revealed that this variable was
the most influential predictor in both models, followed by Amount (USD),
Session Duration, and Location Region. This finding suggests that quantitative
indicators such as transaction size and behavioral patterns play a crucial role in
risk assessment. These insights can guide the design of more targeted and
effective risk mitigation strategies in blockchain systems, helping to identify and
address potential vulnerabilities before they escalate.

The superior computational efficiency of LightGBM is another critical factor that
bolsters its suitability for real-world applications. Its faster training and prediction
times make it highly advantageous in scenarios requiring quick decision-
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making, such as detecting fraudulent transactions or responding to emerging
threats in blockchain ecosystems. The reduced computational overhead also
positions LightGBM as a cost-effective solution, particularly for systems
operating under resource constraints or handling high transaction volumes.
However, it is essential to acknowledge the limitations of this study. The dataset
used, while comprehensive, was imbalanced in its risk distribution, with high-
risk transactions accounting for only 25% of the total. This imbalance, although
reflective of real-world conditions, may have influenced the models'
performance. Future studies could explore methods such as oversampling,
undersampling, or synthetic data generation to address this issue and evaluate
the robustness of the models further.

Moreover, while LightGBM showed remarkable performance in this study, the
results may vary when applied to different datasets or domains within the
metaverse. Blockchain transactions are highly dynamic, and evolving patterns
of fraudulent or high-risk behaviors may necessitate regular updates to the
models and the inclusion of additional features. Future research should consider
longitudinal studies to assess model adaptability over time and across varying
data distributions. In conclusion, this study demonstrates the effectiveness of
LightGBM as a tool for predictive risk analysis in blockchain transactions within
the metaverse. By combining superior predictive accuracy, computational
efficiency, and valuable feature insights, LightGBM provides a robust foundation
for enhancing transaction security. These findings offer practical implications for
researchers and practitioners aiming to develop scalable, real-time risk
assessment systems in the rapidly growing blockchain ecosystem.

Conclusion

Future research can build upon the findings of this study by addressing several
key areas to enhance the robustness and applicability of predictive risk analysis
models in blockchain transactions within the metaverse. First, the issue of
dataset imbalance could be tackled by employing techniques such as
oversampling, undersampling, or synthetic data generation methods like
SMOTE to ensure more balanced and comprehensive model evaluations.
Expanding the feature set to include additional attributes, such as user
behavioral patterns, network-level metrics, or metadata from smart contracts,
may improve the models' ability to capture complex and dynamic risk factors.
Given the evolving nature of blockchain risks, developing adaptive models that
leverage online learning or periodic retraining would also be critical for
maintaining performance over time.

Further comparative analysis with other advanced machine learning
approaches, such as CatBoost, deep learning models like LSTM or
Transformers, or hybrid ensemble methods, could uncover additional insights
and potentially better-performing techniques. Investigating the models'
performance across diverse domains within the metaverse, such as finance,
gaming, and virtual real estate, would provide a broader understanding of their
applicability and domain-specific risks. Implementing and evaluating a real-time
risk assessment system based on LightGBM in live blockchain environments
could be another important step, allowing for the assessment of scalability,
latency, and effectiveness in real-world scenarios. Lastly, longitudinal studies to
monitor model performance over time as transaction patterns evolve would offer
valuable insights into adaptability and long-term reliability. By addressing these
areas, future work can pave the way for the development of robust, scalable,
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and adaptive risk analysis systems, enhancing security and fostering trust in
blockchain technologies within the rapidly growing metaverse ecosystem.
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