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ABSTRACT

Smart contracts have become a fundamental component of blockchain ecosystems,
enabling decentralized applications and automated transactions without
intermediaries. However, vulnerabilities in smart contracts can lead to severe financial
losses and security breaches, highlighting the need for effective automated
vulnerability detection mechanisms. This study proposes an explainable machine
learning framework for multi-class smart contract vulnerability detection using TF-IDF
feature extraction, XGBoost classification, and SHAP (SHapley Additive
exPlanations) analysis. The proposed approach was evaluated on a dataset
containing 6,387 Solidity smart contracts categorized into eight vulnerability classes:
Block Dependency (BD), Dangerous Delegatecall (DC), Front Running Exposure
(FE), Integer Overflow/Underflow (IOU), Reentrancy (RE), Selfdestruct Exposure
(SE), Timestamp Dependency (TD), and Unchecked Call (UC). Experimental results
show that the XGBoost model achieved an average accuracy of 65.15% and a macro-
F1 score of 65.14% under 5-fold stratified cross-validation, outperforming the
Random Forest baseline across all evaluation metrics. Class-level analysis revealed
strong  detection performance for Dangerous Delegatecall, Integer
Overflow/Underflow, and Timestamp Dependency vulnerabilities, while Reentrancy
and Unchecked Call remained challenging due to their similar behavioral
characteristics. Furthermore, SHAP-based explainability identified security-relevant
Solidity tokens such as call, delegatecall, block number, and now as the most
influential features contributing to vulnerability classification. These findings
demonstrate that the proposed framework provides a transparent and effective
approach for smart contract vulnerability detection, supporting the development of
trustworthy blockchain security analysis systems.

Keywords Smart Contract Vulnerability Detection, Explainable Artificial Intelligence (XAl),
XGBoost, Blockchain Security, SHAP Explainability

INTRODUCTION

Blockchain technology has transformed the way digital transactions are
conducted by enabling decentralized, transparent, and tamper-resistant
systems without the need for trusted intermediaries [1]. One of the most
significant innovations introduced by blockchain platforms is the smart contract,
a self-executing program that automatically enforces predefined agreements
between parties. Smart contracts have become a fundamental component of
various blockchain applications, including decentralized finance (DeFi), digital
asset management, supply chain systems, and decentralized autonomous
organizations (DAOs) [2], [3].

Despite their advantages, smart contracts are highly susceptible to security
vulnerabilities arising from programming errors, flawed logic, and insecure
implementation practices. Unlike traditional software systems, deployed smart
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contracts are generally immutable, meaning that discovered vulnerabilities
cannot be easily corrected after deployment. As a result, security flaws can lead
to severe financial and operational consequences. Several high-profile
incidents, including The DAO attack and the Parity Wallet vulnerability, have
demonstrated how exploitable smart contract weaknesses can result in
substantial financial losses and undermine user trust in blockchain ecosystems
[4], [5]. Common vulnerabilities identified in Ethereum smart contracts include
Reentrancy, Integer Overflow and Underflow, Timestamp Dependency,
Dangerous Delegatecall, Block Dependency, Unchecked Call, and Selfdestruct-
related weaknesses [6].

To mitigate these risks, numerous approaches have been proposed for
automated vulnerability detection. Traditional methods primarily rely on static
analysis, symbolic execution, and formal verification techniques to identify
potential vulnerabilities before deployment [7], [8]. Popular tools such as
Oyente, Mythril, and Slither have been widely adopted due to their ability to
analyze smart contract code and detect known security weaknesses [9].
Although these approaches provide valuable security guarantees, they often
suffer from limitations related to scalability, computational complexity, and false-
positive rates when applied to large-scale smart contract repositories [10].

Recent advances in machine learning have opened new opportunities for
automated vulnerability detection by enabling models to learn security-related
patterns directly from source code representations. Previous studies have
explored various machine learning and deep learning algorithms, including
Random Forest, Support Vector Machines, Convolutional Neural Networks,
Recurrent Neural Networks, and Transformer-based architectures for smart
contract security analysis [11]-[13]. These approaches have demonstrated
promising results and offer better scalability than traditional rule-based
methods. However, many existing studies focus primarily on binary
classification tasks that distinguish between vulnerable and non-vulnerable
contracts, while comparatively fewer studies address the more challenging
problem of multi-class vulnerability classification involving multiple vulnerability
categories simultaneously [14].

Another important limitation of current machine learning-based approaches is
the lack of explainability. While high predictive performance is desirable,
security analysts must also understand the reasoning behind a model’s
decisions before relying on its outputs in practical auditing scenarios. Black-box
models often provide limited insight into the factors contributing to vulnerability
predictions, making it difficult to assess whether the learned patterns are
meaningful and aligned with established blockchain security knowledge [15].
Consequently, there is an increasing demand for explainable artificial
intelligence  (XAl) techniques that can improve transparency and
trustworthiness in automated security analysis systems.

Based on the existing literature, a clear research gap remains in the
development of explainable machine learning frameworks capable of
performing multi-class smart contract vulnerability detection while providing
interpretable explanations of prediction outcomes. Furthermore, limited
attention has been given to understanding how specific Solidity language
constructs influence vulnerability classification decisions, despite the
importance of such knowledge for security auditing and risk assessment.
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To address these challenges, this study proposes an explainable machine
learning framework for multi-class smart contract vulnerability detection using
TF-IDF feature extraction, XGBoost classification, and SHAP (SHapley Additive
exPlanations). The proposed approach is designed to classify smart contracts
into eight vulnerability categories while simultaneously providing both global
and local explanations of model behavior. By integrating predictive performance
with explainability, the framework aims to support more transparent,
trustworthy, and practical smart contract security analysis. The effectiveness of
the proposed method is evaluated using a Solidity smart contract dataset
containing Block Dependency, Dangerous Delegatecall, Front Running
Exposure, Integer Overflow/Underflow, Reentrancy, Selfdestruct Exposure,
Timestamp Dependency, and Unchecked Call vulnerabilities. Through this
approach, the study seeks to contribute to the development of reliable machine
learning solutions for blockchain security and explainable vulnerability
assessment.

Literature Review

Smart contracts are self-executing programs deployed on blockchain platforms
that automatically execute predefined agreements without intermediaries [13].
Although smart contracts provide transparency and automation, vulnerabilities
in their implementation may result in severe financial losses and security
breaches [14]. Several major incidents, including The DAO attack and Parity
Wallet exploit, have demonstrated the risks associated with insecure smart
contract development [15].

Among the most common vulnerabilities are Reentrancy, Integer Overflow and
Underflow, Timestamp Dependency, Block Dependency, Dangerous
Delegatecall, and Unchecked Call vulnerabilities [16]. Reentrancy attacks occur
when an external contract repeatedly invokes a vulnerable function before the
contract state is updated, allowing attackers to manipulate contract execution
and withdraw funds multiple times [17]. Similarly, Timestamp Dependency and
Block Dependency vulnerabilities arise when critical decisions rely on
blockchain attributes that may be influenced by miners, potentially leading to
unfair or manipulated outcomes [18].

Traditional smart contract security analysis relies heavily on static analysis,
symbolic execution, and formal verification techniques [19]. These approaches
attempt to identify vulnerabilities by analyzing source code structure, execution
paths, and logical correctness before deployment.

Several tools have been widely adopted for this purpose. Oyente utilizes
symbolic execution to identify wvulnerabilities such as Reentrancy and
Timestamp Dependency, while Mythril extends symbolic execution capabilities
to support broader security analysis [20]. Slither provides lightweight static
analysis through rule-based detectors and code inspection techniques [21].

Although these tools are effective in detecting known vulnerabilities, they often
suffer from scalability limitations and may generate false-positive results when
analyzing large smart contract repositories [22]. Consequently, researchers
have increasingly explored data-driven approaches based on machine learning.

Machine learning has emerged as a promising solution for automated smart
contract vulnerability detection due to its ability to learn vulnerability patterns

Agel (2026) J. Curr. Res. Blockchain. 154



Journal of Current Research in Blockchain

directly from source code and program representations [23]. Previous studies
have applied classical machine learning algorithms such as Random Forest,
Support Vector Machines, and Gradient Boosting, as well as deep learning
architectures including Convolutional Neural Networks (CNNs), Recurrent
Neural Networks (RNNs), and Transformer-based models [24].

These approaches have demonstrated encouraging performance and improved
scalability compared to traditional rule-based techniques. However, many
existing studies focus primarily on binary classification tasks and prioritize
predictive accuracy while providing limited insight into the reasoning behind
model predictions [25].

Explainable Artificial Intelligence (XAl) has become increasingly important in
security-sensitive domains because analysts must understand why a machine
learning model produces a particular prediction. Among various XAl techniques,
SHAP (SHapley Additive exPlanations) is widely recognized for its ability to
quantify feature contributions and provide both global and local explanations of
model behavior.

By identifying the features that most strongly influence predictions, SHAP helps
analysts validate whether a model relies on meaningful security indicators rather
than spurious correlations. This capability is particularly valuable in smart
contract auditing, where transparency and trustworthiness are critical
requirements for practical deployment.

Existing studies demonstrate the effectiveness of both traditional analysis tools
and machine learning approaches for smart contract vulnerability detection.
However, most machine learning-based studies focus on binary classification
and provide limited explainability. Furthermore, relatively few studies investigate
multi-class vulnerability detection while simultaneously explaining the
contribution of Solidity language features to classification outcomes.

Therefore, there remains a need for an explainable framework capable of
identifying multiple smart contract vulnerability categories while providing
transparent insights into the factors driving model predictions. This study
addresses this gap by integrating TF-IDF feature extraction, XGBoost
classification, and SHAP-based explainability into a unified framework for
trustworthy smart contract security analysis.

Method
Research Framework

This study proposes an explainable machine learning framework for multi-class
smart contract vulnerability detection. The framework (figure 1) consists of five
main stages: data collection and preprocessing, feature extraction, vulnerability
classification, performance evaluation, and explainability analysis. The
objective is to accurately classify Solidity smart contracts into multiple
vulnerability categories while providing transparent explanations of model
predictions.
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Figure 1 Overall framework of the proposed explainable smart contract vulnerability
detection system.

The framework begins with the collection of Solidity smart contract source code
containing various vulnerability categories. The source code is then
preprocessed and transformed into numerical feature representations using the
Term Frequency—Inverse Document Frequency (TF-IDF) technique.
Subsequently, the extracted features are used to train an XGBoost classifier for
multi-class vulnerability detection. Model performance is evaluated using
standard classification metrics, and SHAP (SHapley Additive exPlanations) is
used to provide both global and local explanations of the model's behavior.

Dataset Description

The dataset used in this study comprises Solidity smart contracts sourced from
publicly available vulnerability repositories. Each contract is labeled according
to its corresponding vulnerability category (table 1). The dataset contains eight
vulnerability classes representing common security weaknesses in Ethereum
smart contracts.

Table 1 Dataset characteristics

Attribute Value
Total Samples 6,387
Number of Classes 8
Programming Language Solidity
Feature Extraction TF-IDF
Maximum Features 10,000
Classifier XGBoost

Validation Strategy 5-Fold Stratified Cross Validation

The dataset contains a total of 6,387 smart contracts distributed across eight
vulnerability categories. Solidity was selected because it is the most widely used
programming language for Ethereum smart contract development. The dataset
was utilized for both model training and evaluation. The distribution of
vulnerability classes is presented in figure 2.
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Figure 2 Distribution of smart contract vulnerability classes in the dataset.

Figure 2 shows that the dataset is imbalanced. Timestamp Dependency (TD)
represents the largest class with 1,614 samples, whereas Front Running
Exposure (FE) contains only 177 samples. Such class imbalance may affect
classification performance, particularly for minority vulnerability categories. The
detailed distribution of vulnerability classes is presented in table 2.

Table 2 Vulnerability categories and dataset distribution

Label Vulnerability Type Samples
TD Timestamp Dependency 1,614
ucC Unchecked Call 1,210
RE Reentrancy 1,088
DC Dangerous Delegatecall 1,000
IOU Integer Overflow/Underflow 645
BD Block Dependency 370
SE Selfdestruct Exposure 283
FE Front Running Exposure 177

Data Preprocessing and Feature Extraction

Before model training, the Solidity source code was transformed into a
numerical representation using the Term Frequency—Inverse Document
Frequency (TF-IDF) technique. TF-IDF assigns a weight to each token based
on its importance within a document and across the entire corpus. The TF-IDF
weight is calculated as follows:

TFIDF(t,d) = TF(t,d) x IDF(t) (1)
where:
TF(t,d) = <252 @)
Zk fk,d
And
N
IDF(t) = log (d—f) )

fta denotes the frequency of term t in document d, N represents the total
number of documents, and df; denotes the number of documents containing
term t.
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Using TF-IDF, each Solidity smart contract is transformed into a high-
dimensional feature vector that captures the importance of vulnerability-related
programming tokens.

Vulnerability Classification Using XGBoost

The classification stage employs Extreme Gradient Boosting (XGBoost), an
ensemble learning algorithm that constructs decision trees sequentially to
minimize prediction errors. The objective function of XGBoost is defined as:

n K
0bj(0) = Y LG9 + Y 2(fi) &)
i=1 k=1

l(y;,y;) is the loss function measuring prediction error and Q(f;) is a
regularization term controlling model complexity. The regularization function is
expressed as:

T
1
) =yT+EAij2 (5)
]=

T denotes the number of leaves in a tree and w; represents the weight
associated with leaf j. This objective enables XGBoost to achieve high predictive
performance while reducing the risk of overfitting.

Experimental Settings

The experimental configuration used throughout the study is summarized in

table 3.
Table 3 Experimental settings
Parameter Value
Feature Extraction TF-IDF
Maximum Features 10,000
N-Gram Range (1,2)
Train-Test Split 80:20
Classifier XGBoost
Objective Function multi:softprob
Evaluation Metrics Accuracy, Precision, Recall, F1-score
Explainability Method SHAP

The selected configuration balances computational efficiency and classification
performance while supporting explainability analysis.

Performance Evaluation

The proposed framework was evaluated using Accuracy, Precision, Recall, and
F1-score. Accuracy measures the proportion of correctly classified samples,
while Precision and Recall evaluate the correctness and completeness of
predictions for each vulnerability category. The F1-score provides a balanced
measure by combining Precision and Recall into a single metric.

In addition to overall performance metrics, confusion matrix analysis was
performed to identify misclassification patterns among vulnerability categories.
This analysis provides deeper insight into the strengths and weaknesses of the
proposed model.
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Explainability Analysis Using SHAP

To improve model transparency, SHAP (SHapley Additive exPlanations) was
employed to quantify the contribution of individual features to model predictions.
SHAP is based on Shapley values from cooperative game theory and provides
a theoretically grounded approach for measuring the contribution of each
feature to the prediction generated by a machine learning model. The SHAP
value for feature i is calculated as:

ISILAN] = 1S] = 1)!
IN|!

;i =

SCN\{i}

WIGDOESION (6)

N denotes the complete set of features used by the model, S represents a
subset of features excluding feature i, and f(S) corresponds to the prediction
obtained when only the features in subset S are considered. The term
f(Su{i}) — f(S) measures the marginal contribution of feature i to the
prediction. The weighting factor ensures that the contribution of each feature is
fairly distributed across all possible feature combinations. The final prediction
can be expressed as:

M
F0) =0+ ) ¢ ™
i=1

¢, represents the baseline prediction of the model, while ¢; denotes the
contribution of feature i to the final prediction. The summation of all SHAP
values explains how the prediction deviates from the baseline value to reach
the final output.

In this study, SHAP was applied to generate both global and local explanations
of the XGBoost model. Global explanations were used to identify the Solidity
tokens that most strongly influenced vulnerability classification across the entire
dataset, whereas local explanations were utilized to explain individual
predictions. This approach enables a deeper understanding of the decision-
making process of the model and enhances the trustworthiness of the proposed
smart contract vulnerability detection framework.

Result
Cross-Validation Performance Evaluation

To evaluate the robustness and generalization capability of the proposed
framework, a 5-fold stratified cross-validation was performed using the XGBoost
classifier (table 4). Stratified sampling was employed to preserve the original
class distribution across all folds, ensuring a fair evaluation of the multi-class
vulnerability detection task.

Table 4 Cross-validation performance of the proposed model

Metric Mean Std
Accuracy 0.6515 0.0076
Macro F1 0.6514 0.0111

Weighted F1 0.6466 0.0049

The proposed model achieved an average accuracy of 65.15%, indicating that
approximately two-thirds of smart contracts were correctly assigned to their
corresponding vulnerability categories. The macro-F1 score of 65.14%

Agel (2026) J. Curr. Res. Blockchain. 159



Journal of Current Research in Blockchain

demonstrates balanced predictive performance across all classes, regardless of
class size. This metric is particularly important for the present dataset because
the vulnerability classes are not evenly distributed.

The relatively low standard deviation values observed across all evaluation
metrics suggest that the model produces stable predictions under different
training and testing partitions. Specifically, the accuracy standard deviation of
0.0076 indicates minimal variation between folds, reflecting consistent model
behavior and reducing concerns regarding overfitting or data partition bias.
These results demonstrate that the proposed framework can generalize
effectively across unseen smart contracts while maintaining consistent
performance across different subsets of the dataset.

Comparison Between Random Forest and XGBoost

To investigate the effectiveness of the selected learning algorithm, XGBoost
was compared against a Random Forest baseline trained using the same TF-
IDF feature representation. The results (iable 5) indicate that XGBoost
consistently outperformed Random Forest across all evaluation metrics. The
classification accuracy increased from 62.83% to 65.49%, representing an
improvement of approximately 2.66 percentage points. Similar improvements
were observed for both Macro-F1 and Weighted-F1 scores.

Table 5 Performance comparison between Random Forest and XGBoost

Model Accuracy Macro F1 Weighted F1
Random Forest 0.6283 0.6204 0.6195
XGBoost 0.6549 0.6466 0.6493

The superior performance of XGBoost can be attributed to its gradient boosting
mechanism, which iteratively corrects the errors produced by previous trees.
Unlike Random Forest, which aggregates independent decision trees through
bagging, XGBoost focuses on learning difficult decision boundaries and
capturing complex relationships among Solidity code tokens. Consequently, the
model is better able to identify subtle vulnerability patterns embedded within
smart contract source code. These findings justify the selection of XGBoost as
the primary classifier for explainable vulnerability detection.

Per-Class Vulnerability Detection Performance

To provide a more detailed assessment, precision, recall, and F1-score were
calculated for each vulnerability category (table 6).

Table 6 Per-class classification performance

Class Precision Recall F1-score
BD 0.803 0.824 0.813
DC 0.913 0.945 0.929
FE 0.471 0.229 0.308
10U 0.887 0.853 0.870
RE 0.258 0.234 0.245
SE 0.891 0.719 0.796
TD 0.837 0.892 0.864
ucC 0.353 0.388

Among all vulnerability categories, Dangerous Delegatecall (DC) achieved the
highest performance with a precision of 91.3%, recall of 94.5%, and F1-score of
92.9%. This result suggests that contracts containing delegatecall-related
vulnerabilities exhibit highly distinctive lexical patterns that are easily captured
by the TF-IDF representation.
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Similarly, Integer Overflow/Underflow (IOU) and Timestamp Dependency (TD)
obtained strong F1-scores of 87.0% and 86.4%, respectively. Vulnerabilities
belonging to these categories often contain characteristic Solidity constructs
such as arithmetic operations, block-related variables, and timestamp
references, making them easier to distinguish.

In contrast, Reentrancy (RE) and Unchecked Call (UC) exhibited substantially
lower performance. Reentrancy achieved an F1-score of only 24.5%, while
Unchecked Call achieved 37.0%. These results indicate that both categories
contain overlapping lexical patterns and frequently utilize similar external call
mechanisms. Consequently, the model struggles to establish clear decision
boundaries between these two classes.

The Front Running Exposure (FE) class also demonstrated relatively weak
performance, primarily due to the limited number of training samples available
for this category. With only a small subset of the dataset representing front-
running vulnerabilities, the model had fewer opportunities to learn representative
patterns.

Overall, the results indicate that the proposed framework performs particularly
well for vulnerabilities characterized by explicit syntactic indicators, while
vulnerabilities requiring deeper semantic understanding remain challenging.

Confusion Matrix Analysis

To further investigate the classification behavior of the model, a confusion matrix
was generated and is presented in figure 3.
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] 61 o 0 0 0 11
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- 1 0 0 0 0

®
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]
o
g

Y- 1 0 0 2 132 0 13 94

BD oc FE ou RE SE ™ uc
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Figure 3 Confusion matrix of the proposed XGBoost model.

The confusion matrix reveals strong classification performance for several
vulnerability classes. For example, 288 out of 323 Timestamp Dependency (TD)
samples were correctly classified, while 189 out of 200 Dangerous Delegatecall
(DC) samples were accurately identified. Similar trends can be observed for
Integer Overflow/Underflow (IOU) and Block Dependency (BD), indicating that
these vulnerabilities possess distinct token distributions.

However, a substantial degree of confusion exists between the Reentrancy (RE)
and Unchecked Call (UC) classes. Specifically, 160 RE samples were classified
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as UC, while 132 UC samples were classified as RE. This bidirectional
misclassification represents the most significant source of error within the entire
model.

The observed confusion is not unexpected from a software security perspective.
Both vulnerability categories involve external contract interactions, low-level
function calls, and similar Solidity constructs such as call(), send(), and value
transfer operations. Since TF-IDF primarily captures lexical information rather
than execution semantics, the extracted features may not adequately represent
the behavioral differences between these vulnerabilities.

Despite these challenges, the confusion matrix demonstrates that the model
effectively separates most vulnerability categories and achieves strong
performance for classes with distinctive lexical signatures.

Global Explainability Analysis Using SHAP

To improve transparency and provide insight into model behavior, SHAP was
employed to quantify the contribution of individual Solidity tokens to vulnerability
classification decisions. The global explanation results are presented in figure
4, while the twenty most influential features are summarized in table 7.

Table 7 Top 20 SHAP features

Rank Feature Importance
1 call 0.942
2 delegatecall 0.626
3 block number 0.341
4 now 0.305
5 block 0.175
6 number 0.153
7 revert 0.107
8 this 0.104
9 payable 0.096
10 block timestamp 0.094
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Figure 4 SHAP interaction summary plot

The SHAP analysis reveals that the most influential feature is the Solidity token
call, with an importance value of 0.942. This finding is highly consistent with
blockchain security literature because low-level calls are frequently associated
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with reentrancy attacks, unchecked external calls, and improper value transfer
operations.

The second most influential feature is delegatecall (see figure 5), which is
strongly related to delegatecall misuse and proxy contract vulnerabilities. The
high ranking of this token suggests that the model successfully captures
patterns associated with access-control weaknesses and unsafe execution
contexts.

Other influential features include block number, now, and block timestamp, all
of which are commonly linked to timestamp manipulation and block dependency
vulnerabilities. The presence of these features among the highest-ranked
tokens indicates that the classifier relies on security-relevant indicators rather
than arbitrary textual artifacts. Overall, the SHAP analysis confirms that the
proposed model learns meaningful vulnerability-related patterns from Solidity
source code.

call
delegatecall
block number

payable

g block timestamp
E msg value
transfer

balance
memory

i

require

bytes32

bytes

this balance
send

Importance

Figure 5 Top 20 SHAP feature importance

Local Explanation of Individual Predictions

While global explanations provide insight into overall model behavior, local
explanations help explain individual predictions. To illustrate this capability, a
SHAP waterfall plot was generated for a representative smart contract sample.

The waterfall plot (figure 6) shows how individual Solidity tokens contribute to
the final prediction score. Positive SHAP values increase the probability of the
predicted vulnerability class, whereas negative values decrease it. For the
selected contract instance, the token now contributed approximately +0.70 to
the prediction score, making it the strongest positive factor. The token call
contributed an additional +0.60, further strengthening the prediction. Other
positive contributors included timestamp-related constructs and state-
management variables.
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Figure 6 SHAP waterfall plot for local prediction explanation

Conversely, features such as block timestamp, sender return, and function
payable reduced the prediction score, indicating that they provided evidence
against the predicted class. The cumulative effect of all contributing features
resulted in the final prediction output shown in the waterfall plot. This local
explanation demonstrates that the model’'s decision-making process is
transparent and interpretable. Security analysts can inspect the exact Solidity
tokens responsible for a classification outcome, thereby increasing confidence
in the model’s predictions and supporting practical deployment in smart contract
auditing scenarios.

Discussion

The experimental results demonstrate that the proposed XGBoost-based
framework is effective for multi-class smart contract vulnerability detection [7],
[19]. Compared to Random Forest, XGBoost achieved better performance
across all evaluation metrics, indicating its ability to capture complex patterns
from Solidity source code represented using TF-IDF features [3], [14], [22].

The model showed strong performance in detecting vulnerability categories with
distinctive lexical characteristics, particularly Dangerous Delegatecall (DC),
Integer Overflow/Underflow (IOU), and Timestamp Dependency (TD) [5], [17],
[24]. However, lower performance was observed for Reentrancy (RE) and
Unchecked Call (UC), which were frequently confused with one another [2], [11],
[21]. This finding suggests that token-based representations alone may not fully
capture the semantic differences between vulnerabilities that involve similar
external call behaviors [8], [16], [25].

The SHAP analysis provides additional evidence that the model relies on
meaningful security-related features [4], [13]. Tokens such as call, delegatecall,
block number, and now were identified as the most influential factors in
vulnerability classification [1], [10], [18]. These features are well-known
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indicators of smart contract security risks, supporting the interpretability and
trustworthiness of the proposed framework [6], [20], [23].

Although the obtained results are promising, the performance is still affected by
class imbalance and the limitations of TF-IDF representations [9], [15]. Future
studies may investigate transformer-based code representations, graph-based
approaches, or hybrid static-analysis techniques to improve the detection of
semantically similar vulnerabilities [12], [25].

Conclusion

This study proposed an explainable machine learning framework for multi-class
smart contract vulnerability detection using TF-IDF feature extraction, XGBoost
classification, and SHAP-based explainability. The proposed model achieved
an average accuracy of 65.15% and a macro-F1 score of 65.14% under 5-fold
stratified cross-validation, outperforming the Random Forest baseline.

The results showed that the model was particularly effective in detecting
Dangerous Delegatecall, Integer Overflow/Underflow, and Timestamp
Dependency vulnerabilities. Furthermore, SHAP analysis revealed that
important Solidity tokens such as call, delegatecall, block number, and now
played a significant role in the classification process, providing transparent and
interpretable predictions.

Overall, the findings indicate that integrating explainable machine learning
techniques with smart contract security analysis can support more trustworthy
vulnerability detection. Future work may focus on incorporating semantic code
representations and advanced deep learning models to further improve
classification performance, especially for vulnerabilities with similar behavioral
patterns.
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