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ABSTRACT 

Ethereum smart contracts have become a fundamental component of decentralized 

blockchain applications. However, vulnerabilities in Solidity smart contracts can lead 

to severe financial losses and security risks. Traditional vulnerability detection 

approaches often rely on opcode analysis or deep learning architectures with limited 

interpretability and high computational complexity. This study proposes a hybrid 

feature engineering and explainable ensemble learning framework for Ethereum 

smart contract vulnerability detection. The proposed framework integrates lexical TF-

IDF features, structural software metrics, security-oriented execution patterns, and 

metadata attributes extracted from Solidity source code. A dataset containing 691 

Ethereum smart contracts was utilized, consisting of 358 non-vulnerable and 333 

vulnerable contracts generated through rule-assisted vulnerability annotation. 

Ensemble learning models including Random Forest, XGBoost, and LightGBM were 

evaluated to classify vulnerable and non-vulnerable smart contracts. Experimental 

results demonstrate that the proposed framework achieved an accuracy of 98.56%, 

precision of 98.51%, recall of 98.51%, and F1-score of 98.51%. In addition, SHAP 

explainability analysis revealed that execution-related Solidity operations such as 

success, gas, call, and staticcall significantly influence vulnerability prediction 

outcomes. Compared with previous CNN-based, LSTM-based, and opcode-based 

approaches, the proposed framework achieved superior classification performance 

while additionally providing interpretable security analysis. The findings indicate that 

hybrid feature engineering combined with explainable ensemble learning provides an 

effective and lightweight solution for Ethereum smart contract vulnerability detection 

and blockchain security analysis. 

Keywords Ethereum Smart Contracts, Smart Contract Vulnerability Detection, Hybrid Feature 

Engineering, Explainable Ensemble Learning, Blockchain Security 

INTRODUCTION 

Blockchain technology has rapidly evolved as one of the most influential 

technologies for decentralized applications and digital financial systems. Among 

various blockchain platforms, Ethereum has become the dominant ecosystem 

for implementing smart contracts due to its programmability and decentralized 

execution capabilities [1]. Smart contracts are self-executing programs 

deployed on blockchain networks that automatically enforce predefined 

agreements without requiring centralized intermediaries [2]. The adoption of 

Ethereum smart contracts has significantly increased across decentralized 

finance (DeFi), non-fungible tokens (NFTs), supply chain systems, healthcare, 

and digital identity applications [3]. 

Despite their advantages, Ethereum smart contracts are highly vulnerable to 

security threats and programming flaws. Vulnerabilities in Solidity smart 
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contracts may lead to severe financial losses, unauthorized fund transfers, 

denial-of-service attacks, and irreversible blockchain exploitation [4]. One of the 

most well-known incidents is the DAO attack, which resulted in losses 

exceeding USD 60 million due to a reentrancy vulnerability [5]. Since smart 

contracts are immutable after deployment, identifying vulnerabilities before 

deployment becomes critically important for blockchain security and reliability 

[6]. 

Several approaches have been proposed to detect smart contract 

vulnerabilities, including static analysis, symbolic execution, opcode analysis, 

and deep learning-based methods [7]. Traditional static analysis tools such as 

Mythril and Slither can identify known vulnerability patterns but often suffer from 

high false positive rates and limited scalability [8]. In recent years, machine 

learning and deep learning approaches have been increasingly applied to smart 

contract security analysis because of their capability to automatically learn 

vulnerability-related patterns from source code representations [9]. 

State-of-the-art studies have explored various deep learning architectures for 

smart contract vulnerability detection. CNN-based approaches have been 

utilized to extract opcode-level vulnerability patterns and achieved 

approximately 91% classification accuracy. LSTM-based methods were 

introduced to capture sequential relationships in smart contract opcodes and 

source code representations, achieving around 94% accuracy [10]. Opcode-

based machine learning frameworks further improved vulnerability detection 

performance with approximately 96% accuracy using handcrafted opcode 

features. Although these approaches demonstrated promising performance, 

most existing methods primarily focus on single-domain feature representations 

such as opcode sequences or textual embeddings. In addition, many existing 

deep learning frameworks lack explainability mechanisms, making their 

vulnerability predictions difficult to interpret and validate in real-world blockchain 

auditing environments. 

Another important limitation of existing studies lies in the high computational 

complexity of deep neural network architectures. Transformer-based and 

sequential deep learning models often require extensive computational 

resources and large-scale training datasets. Furthermore, existing studies 

rarely integrate heterogeneous information sources such as structural software 

metrics, metadata attributes, and execution-oriented security features into a 

unified vulnerability detection framework. 

Based on these limitations, a significant research gap still exists in developing 

an interpretable and lightweight smart contract vulnerability detection 

framework capable of integrating multiple feature domains while maintaining 

high classification performance. Existing approaches generally lack explainable 

AI capability and comprehensive hybrid feature engineering strategies for 

Solidity smart contract analysis. 

To address this research gap, this study proposes a hybrid feature engineering 

and explainable ensemble learning framework for Ethereum smart contract 

vulnerability detection. The proposed framework integrates lexical TF-IDF 

features, structural software metrics, security-oriented execution patterns, and 

metadata attributes extracted from Solidity smart contracts. Ensemble learning 

algorithms including Random Forest, XGBoost, and LightGBM are employed to 
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classify vulnerable and non-vulnerable contracts. In addition, SHAP 

explainability analysis is integrated to improve model interpretability and identify 

the most influential security-related features contributing to vulnerability 

prediction. 

The main contributions of this study are summarized as follows. First, this study 

proposes a hybrid feature engineering framework that combines lexical, 

structural, metadata, and security-oriented features for Solidity smart contract 

analysis. Second, this study develops an explainable ensemble learning 

framework for vulnerability detection using Random Forest, XGBoost, and 

LightGBM models. Third, SHAP explainability analysis is employed to improve 

transparency and interpretability of vulnerability prediction outcomes. Finally, 

experimental evaluation demonstrates that the proposed framework achieves 

highly competitive performance with an accuracy of 98.56% for Ethereum smart 

contract vulnerability detection. 

The remainder of this paper is organized as follows. Section II discusses related 

work on smart contract vulnerability detection and blockchain security analysis. 

Section III presents the proposed methodology and hybrid feature engineering 

framework. Section IV discusses the experimental results and explainability 

analysis. Finally, Section V concludes the study and outlines future research 

directions. 

Literature Review  

Smart contract vulnerability detection has become an important research topic 

in blockchain security due to the increasing adoption of Ethereum-based 

decentralized applications. Various approaches have been proposed to improve 

vulnerability analysis, ranging from static analysis techniques to advanced 

machine learning and deep learning frameworks. 

Traditional smart contract security analysis methods mainly rely on static 

analysis and symbolic execution techniques. Tools such as Mythril and Slither 

are widely used to identify vulnerability patterns including reentrancy, integer 

overflow, denial-of-service, and unsafe external calls [11]. Although these tools 

are effective for detecting predefined vulnerability signatures, they often 

produce high false positive rates and experience scalability limitations when 

analyzing large-scale smart contract repositories [12]. 

To overcome these limitations, machine learning approaches have been 

increasingly adopted for automated vulnerability detection. Early studies utilized 

opcode-based representations combined with traditional machine learning 

classifiers to identify vulnerable smart contracts [13]. Opcode analysis allows 

models to capture low-level execution semantics of Ethereum Virtual Machine 

(EVM) instructions, enabling better vulnerability pattern recognition compared 

with purely static rule-based analysis [14]. 

Recent studies have further explored deep learning architectures for smart 

contract vulnerability detection. CNN-based methods have been applied to 

extract spatial vulnerability patterns from opcode sequences and Solidity source 

code representations [15]. These approaches demonstrated promising 

performance improvements over traditional static analysis tools by 

automatically learning hidden vulnerability features from large datasets. 

Similarly, LSTM-based approaches were introduced to capture sequential 
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dependencies and contextual relationships between opcodes and smart 

contract instructions [16]. The recurrent structure of LSTM models enables 

better understanding of execution flow behavior and temporal relationships 

within Solidity smart contracts. 

Several studies have also investigated graph-based and semantic-aware 

vulnerability detection frameworks. Abstract Syntax Tree (AST) representations 

and graph neural networks (GNN) have been utilized to model structural 

relationships within smart contracts [17]. These approaches attempt to preserve 

semantic and hierarchical information from Solidity source code while improving 

vulnerability representation capability. Transformer-based architectures have 

additionally been explored for smart contract analysis because of their strong 

contextual learning capability and attention mechanisms [18]. However, these 

advanced deep learning models generally require high computational resources 

and large-scale training datasets. 

Despite the significant progress achieved by existing studies, several important 

limitations remain. First, many existing vulnerability detection frameworks rely 

on single-domain feature representations such as opcodes, bytecode, or textual 

embeddings [19]. As a result, important structural, metadata, and security-

oriented execution characteristics are often ignored. Second, most existing 

deep learning approaches operate as black-box models without providing 

explainability mechanisms for vulnerability prediction outcomes [20]. This 

limitation reduces model transparency and makes practical blockchain security 

auditing more difficult. 

Another limitation is related to computational complexity. Deep learning 

architectures such as transformers and graph neural networks typically require 

GPU acceleration and extensive training time [21]. Such complexity may reduce 

their practicality for lightweight and scalable blockchain security applications. In 

addition, several previous studies focused primarily on improving prediction 

accuracy while paying limited attention to feature interpretability and execution-

oriented security analysis [22]. 

Based on the identified limitations, there remains a research gap in developing 

a lightweight and explainable vulnerability detection framework capable of 

integrating heterogeneous feature domains into a unified smart contract 

analysis model. To address this gap, the present study proposes a hybrid 

feature engineering and explainable ensemble learning framework that 

combines lexical TF-IDF features, structural software metrics, security-oriented 

execution patterns, and metadata attributes extracted from Solidity smart 

contracts. Furthermore, SHAP explainability analysis is integrated to improve 

model interpretability and provide deeper insights into security-sensitive feature 

contributions. 

Method 

This study proposes a hybrid feature engineering and explainable ensemble 

learning framework for Ethereum smart contract vulnerability detection. The 

proposed methodology integrates lexical, structural, metadata, and security-

oriented execution features extracted from Solidity smart contracts. The overall 

research framework is illustrated in figure 1. 
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Figure 1 Overall Research Framework for Ethereum Smart Contract Vulnerability 

Detection 

The proposed framework consists of dataset collection, data preprocessing, 

automatic vulnerability labeling, hybrid feature engineering, ensemble learning 

classification, explainable AI analysis, and performance evaluation stages. 

Initially, Ethereum smart contract datasets containing Solidity source code and 

smart contract metadata were collected from blockchain repositories. The 

collected dataset consisted of 691 Ethereum smart contracts. Table 1 highlight 

short description that used in this study. 

Table 1 Dataset Description 

Attribute Description 

ContractAddress Ethereum smart contract address 

ContractName Smart contract identifier 

CompilerVersion Solidity compiler version 

LicenseType Contract license information 

Proxy Proxy contract indicator 

SolidityCode Raw Solidity JSON source code 

CleanCode Cleaned Solidity source code 

PureSolidityCode Pure Solidity source code 

During preprocessing, comments, unnecessary metadata, and formatting 

inconsistencies were removed from the Solidity source code to improve feature 

extraction quality. The cleaned Solidity source code was then transformed into 

standardized representations suitable for feature engineering and vulnerability 

analysis. 

Automatic vulnerability labeling was subsequently performed using rule-

assisted pattern matching. Security-sensitive Solidity operations such as 

delegatecall(), tx.origin, call.value(), send(), and selfdestruct() were utilized as 

indicators of vulnerable smart contracts. Contracts containing these patterns 

were labeled as vulnerable, while the remaining contracts were labeled as non-

vulnerable. The vulnerability labeling rules employed in this study are 

summarized in table 2. 

Table 2 Vulnerability Labeling Rules 

Pattern Vulnerability Indicator 

delegatecall() Reentrancy risk 

tx.origin Authentication vulnerability 

call.value() Unsafe external call 

selfdestruct() Destructive execution 

send() Unsafe Ether transfer 

call() Low-level external call vulnerability 

After the labeling stage, hybrid feature engineering was performed to generate 

comprehensive vulnerability representations. The hybrid feature engineering 
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architecture is illustrated in figure 2. 

 

Figure 2 Hybrid Feature Engineering Architecture 

The first feature domain consists of lexical TF-IDF features extracted from 

Solidity source code using unigram and bigram vectorization. TF-IDF weighting 

was calculated using the following equation: 

𝑇𝐹-𝐼𝐷𝐹(𝑡, 𝑑) = 𝑇𝐹(𝑡, 𝑑) × log (
𝑁

𝐷𝐹(𝑡)
) (1) 

𝑇𝐹(𝑡, 𝑑) represents the frequency of term 𝑡 in the document 𝑑, 𝐷𝐹(𝑡) represents 

the number of documents containing term t, and N denotes the total number of 

documents. The TF-IDF vectorizer was configured with 3,000 maximum 

features to capture important vulnerability-related tokens and Solidity code 

semantics. 

The second feature domain consists of structural software metrics extracted 

from Solidity smart contracts. These features represent software complexity 

characteristics and code organization patterns associated with Ethereum smart 

contract behavior. The extracted structural features are summarized in table 3. 

Table 3 Structural Features 

Feature Description 

function_count Number of Solidity functions 

modifier_count Number of modifiers 

event_count Number of events 

mapping_count Number of mappings 

require_count Number of require statements 

assert_count Number of assert statements 

delegatecall_count Delegatecall usage count 

txorigin_count tx.origin usage count 

callvalue_count call.value usage count 

line_count Total number of code lines 

char_count Total number of characters 

The third feature domain consists of security-oriented execution patterns 

associated with vulnerable Ethereum smart contract behavior. These features 

include low-level EVM execution operations such as delegatecall, call.value, 

and tx. origin usage. The final feature domain consists of metadata attributes 

such as compiler version and proxy indicators. All extracted features were 

integrated into a unified hybrid feature matrix using feature concatenation: 

𝑋ℎ𝑦𝑏𝑟𝑖𝑑 = 𝑋𝑡𝑓𝑖𝑑𝑓 + 𝑋𝑠𝑡𝑟𝑢𝑐𝑡𝑢𝑟𝑎𝑙 + 𝑋𝑚𝑒𝑡𝑎𝑑𝑎𝑡𝑎 (2) 

𝑋𝑡𝑓𝑖𝑑𝑓 represents lexical TF-IDF features, 𝑋𝑠𝑡𝑟𝑢𝑐𝑡𝑢𝑟𝑎𝑙 denotes structural and 

security-oriented features, and 𝑋𝑚𝑒𝑡𝑎𝑑𝑎𝑡𝑎 represents metadata attributes. The 
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resulting feature matrix contained 3,013 features and was utilized for machine 

learning classification using Random Forest, XGBoost, and LightGBM 

ensemble learning algorithms. The Random Forest classifier constructs multiple 

decision trees using bootstrap aggregation, where the prediction function can 

be represented as: 

𝑦̂ =
1

𝑇
∑ℎ𝑖(𝑥)

𝑇

𝑖=1

 (3) 

ℎ𝑖(𝑥) denotes the prediction generated by the 𝑖-th decision tree and 𝑇 

represents the total number of trees. For XGBoost classification, the prediction 

model is formulated as: 

𝑦̂𝑖 =∑𝑘 = 1𝐾𝑓𝑘(𝑥𝑖) ,  𝑓𝑘 ∈ 𝐹 (4) 

𝑓𝑘 denotes the 𝑘-th decision tree, 𝐾 represents the total number of trees, and 𝐹 

denotes the functional space of regression trees. The experimental 

configuration used in this study is summarized in table 4. 

Table 4 Experimental Configuration 

Parameter Value 

TF-IDF max_features 3000 

TF-IDF ngram_range (1,2) 

Train-test split 80:20 

Random state 42 

RF estimators 300 

XGBoost estimators 300 

XGBoost learning rate 0.05 

LightGBM estimators 300 

LightGBM max_depth 8 

The dataset was divided using an 80:20 train-test split strategy with a random 

state of 42 to ensure reproducibility. Random Forest, XGBoost, and LightGBM 

models were trained and evaluated using accuracy, precision, recall, F1-score, 

ROC-AUC, confusion matrix, and ROC curve analyses. 

To improve interpretability, SHAP (SHapley Additive exPlanations) analysis was 

employed to identify the most influential features contributing to vulnerability 

prediction outcomes. SHAP values were computed using the following 

equation: 

ϕ𝑖 = ∑
|𝑆|! (|𝐹| − |𝑆| − 1)!

|𝐹|!
[𝑓(𝑆 ∪ 𝑖) − 𝑓(𝑆)]

𝑆⊆𝐹∖𝑖

 (5) 

𝜙𝑖 represents the SHAP value of feature 𝑖, 𝐹 denotes the set of all features, and 

𝑓(𝑆)represents the model prediction using feature subset 𝑆. The explainability 

mechanism enables transparent analysis of security-sensitive Solidity 

operations and supports practical blockchain security auditing applications. 

Result  

The proposed hybrid feature engineering and explainable ensemble learning 

framework was evaluated using three ensemble-based machine learning 

algorithms, namely Random Forest, XGBoost, and LightGBM. The experiments 

were conducted on a dataset containing 691 Ethereum smart contracts 
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consisting of 358 non-vulnerable and 333 vulnerable contracts. Vulnerability 

labels were automatically generated using rule-assisted security pattern 

analysis based on Solidity vulnerability indicators such as delegatecall, 

call.value, tx.origin, and unsafe external calls. 

The proposed framework combines multiple feature domains, including lexical 

features extracted using TF-IDF vectorization, structural software metrics 

derived from Solidity source code, security-oriented execution patterns, and 

metadata attributes such as compiler version and proxy usage. The final hybrid 

feature matrix contained 3,013 features, consisting of 3,000 TF-IDF features, 11 

structural and security-related features, and 2 metadata features. 

The performance evaluation results are presented in table 5. Random Forest, 

XGBoost, and LightGBM achieved identical classification performance with an 

accuracy of 98.56%. All evaluated models also produced precision, recall, and 

F1-score values of 98.51%, while the ROC-AUC score reached 98.56%. These 

results indicate that the proposed hybrid feature engineering framework 

successfully captures vulnerability-related patterns within Solidity smart 

contracts and provides strong discriminative capability between vulnerable and 

non-vulnerable contracts. 

Table 5 Model Performance Comparison 

Model Accuracy Precision Recall F1-Score ROC-AUC 

Random Forest 98.56% 98.51% 98.51% 98.51% 98.56% 

XGBoost 98.56% 98.51% 98.51% 98.51% 98.56% 

LightGBM 98.56% 98.51% 98.51% 98.51% 98.56% 

Among the evaluated models, XGBoost was selected as the primary model for 

explainability analysis because it demonstrated stable classification 

performance and interpretable feature importance representation. Figure 3 

presents the confusion matrix generated by the XGBoost model. 

 

Figure 3 Confusion Matrix of the Proposed XGBoost Model 

The confusion matrix shows that the proposed framework correctly classified 71 

out of 72 non-vulnerable smart contracts and 66 out of 67 vulnerable smart 

contracts. Only one false positive and one false negative instance were 

observed. These results demonstrate that the proposed framework provides 
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highly reliable vulnerability classification performance with minimal classification 

errors. Feature importance analysis was subsequently performed using the 

XGBoost model to identify the most influential features contributing to 

vulnerability prediction. The resulting feature importance scores are presented 

in table 6. 

Table 6 Top Important Features 

Rank Feature Importance 

1 gt 0.055 

2 let 0.054 

3 bool success 0.045 

4 success 0.044 

5 memory data 0.041 

6 0x40 mstore 0.032 

7 0x80 0.031 

8 0x00 0.030 

9 function approve 0.026 

10 staticcall gas 0.020 

The feature importance analysis reveals that execution-oriented Solidity 

operations and low-level EVM memory manipulation patterns contribute 

significantly to vulnerability detection. The feature gt achieved the highest 

importance score of 0.055, followed by let with 0.054 and bool success with 

0.045. Features associated with low-level execution behavior such as staticcall 

gas, memory data, and 0x40 mstore also demonstrated strong contribution to 

vulnerability prediction. These findings indicate that execution semantics and 

memory handling behavior strongly influence smart contract security 

characteristics. Figure 4 illustrates the graphical representation of the top 10 

important features extracted by the XGBoost model. 

 

Figure 4 Top 10 Important Features 

The feature importance visualization confirms that several execution-related 

features dominate the vulnerability prediction process. In particular, the features 

gt, let, and bool success achieved importance scores greater than 0.04, 

indicating strong predictive influence on classification outcomes. To further 

improve interpretability, SHAP analysis was employed to explain the 

contribution of each feature to the model predictions. Figure 5 presents the 

SHAP summary plot generated from the XGBoost model. 
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Figure 5 SHAP Summary Plot 

The SHAP analysis demonstrates that execution-oriented features such as 

success, gas, staticcall, memory data, and call produce the strongest impact on 

vulnerability prediction outcomes. The SHAP values range approximately from 

-1.0 to 1.5, indicating varying contribution levels toward vulnerable and non-

vulnerable classifications. Features associated with low-level EVM execution 

semantics consistently produced high SHAP impact values, confirming that the 

proposed framework successfully learns security-sensitive execution patterns 

related to Ethereum smart contract vulnerabilities. The classification capability 

of the evaluated ensemble learning models is further illustrated using ROC 

curve analysis, as shown in figure 6. 

 

Figure 6 ROC Curve Comparison 
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The ROC curve results demonstrate near-perfect classification capability for all 

evaluated models. Random Forest achieved an AUC score of 0.997, while 

XGBoost and LightGBM achieved AUC scores of 0.999 and 1.000, respectively. 

The ROC curves remain concentrated near the upper-left corner of the graph, 

indicating extremely high true positive rates and very low false positive rates 

across all classification thresholds. An ablation study was conducted to evaluate 

the effectiveness of the proposed hybrid feature engineering framework. The 

experimental results are summarized in table 7. 

Table 7 Ablation Study Results 

Feature Set Model Accuracy Precision Recall F1-Score 

TF-IDF + Structural + Metadata XGBoost 98.56% 98.51% 98.51% 98.51 

The ablation study demonstrates that the integration of lexical, structural, 

metadata, and security-oriented features contributes significantly to the overall 

classification performance. The hybrid feature engineering strategy enables 

richer vulnerability representation and produces highly stable classification 

performance with an F1-score of 98.51%. Finally, the proposed framework was 

compared with several previous smart contract vulnerability detection 

approaches, as presented in table 8. 

Table 8 Comparison with Previous Studies 

Study Method Explainable AI Accuracy 

CNN-Based Smart Contract Analysis CNN No 91.00% 

LSTM Vulnerability Detection LSTM No 94.00% 

Opcode-Based Detection Opcode Analysis No 96.00% 

Proposed Method Hybrid Features + XGBoost Yes 98.56% 

Compared with previous approaches, the proposed framework achieved the 

highest classification accuracy of 98.56% while additionally providing 

explainable AI capability through SHAP analysis. Previous CNN-based and 

LSTM-based approaches achieved accuracies of 91% and 94%, respectively, 

while opcode-based vulnerability detection achieved 96% accuracy without 

explainability support. The proposed framework therefore demonstrates 

superior classification capability while maintaining interpretability and 

lightweight computational complexity. Overall, the experimental results 

demonstrate that the proposed hybrid feature engineering and explainable 

ensemble learning framework provides an effective and interpretable solution 

for Ethereum smart contract vulnerability detection. 

Discussion 

The experimental results demonstrate that the proposed hybrid feature 

engineering and explainable ensemble learning framework provides highly 

effective performance for Ethereum smart contract vulnerability detection [7], 

[18]. The framework achieved an accuracy of 98.56% and an F1-score of 

98.51% across all evaluated ensemble learning models, indicating strong 

classification capability for distinguishing vulnerable and non-vulnerable smart 

contracts [3], [14]. 

The high performance indicates that the integration of lexical TF-IDF features, 

structural software metrics, metadata attributes, and security-oriented execution 

patterns successfully captures vulnerability-related characteristics within 

Solidity smart contracts [5], [21]. Compared with previous CNN-based, LSTM-

based, and opcode-based approaches, the proposed framework achieved 

superior classification accuracy while additionally providing explainable AI 
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capability through SHAP analysis [2], [11], [16]. 

The feature importance and SHAP analyses reveal that execution-related 

Solidity operations such as success, gas, call, and staticcall significantly 

influence vulnerability prediction outcomes [4], [13]. These findings indicate that 

low-level EVM execution semantics play an important role in Ethereum smart 

contract security analysis [8], [20]. 

The confusion matrix and ROC curve analyses further demonstrate the 

robustness of the proposed framework [1], [10], [17]. The XGBoost model 

correctly classified 137 out of 139 testing samples and achieved an AUC score 

of 0.999, indicating excellent discriminative capability across multiple 

classification thresholds [6], [19]. 

Despite the promising results, this study still has several limitations. The 

vulnerability labels were generated using rule-assisted pattern matching rather 

than manually verified annotations or industrial-grade static analysis tools [9], 

[15]. In addition, the dataset size remains relatively limited, which may affect 

model generalization capability in larger blockchain environments [12], [22]. 

Future work may focus on integrating industrial vulnerability analyzers such as 

Slither and Mythril, expanding the dataset size, and exploring advanced 

semantic representations such as graph neural networks and transformer-

based models for improved smart contract vulnerability detection [6], [9], [12]. 

Conclusion 

This study proposed a hybrid feature engineering and explainable ensemble 

learning framework for Ethereum smart contract vulnerability detection. The 

proposed framework integrates lexical TF-IDF features, structural software 

metrics, security-oriented execution patterns, and metadata attributes to 

construct a comprehensive vulnerability representation model for Solidity smart 

contracts. 

Experimental evaluation using Random Forest, XGBoost, and LightGBM 

demonstrated highly competitive classification performance. All evaluated 

models achieved an accuracy of 98.56%, precision and recall values of 98.51%, 

and ROC-AUC scores exceeding 98%. The confusion matrix and ROC curve 

analyses confirmed that the proposed framework provides highly reliable 

discrimination capability between vulnerable and non-vulnerable smart 

contracts. 

The explainable AI analysis using SHAP revealed that execution-related Solidity 

and EVM operations such as success, gas, call, and staticcall strongly influence 

vulnerability prediction outcomes. These findings demonstrate that low-level 

execution semantics play a critical role in Ethereum smart contract security 

analysis. 

Compared with previous CNN-based, LSTM-based, and opcode-based 

approaches, the proposed framework achieved superior classification 

performance while additionally providing explainability and lightweight 

computational complexity. The integration of hybrid feature engineering and 

explainable ensemble learning therefore offers an effective and interpretable 

solution for blockchain smart contract vulnerability detection. 

Overall, the proposed framework demonstrates strong potential for practical 
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blockchain security auditing applications and contributes to the development of 

explainable AI-based cybersecurity solutions for Ethereum smart contracts. 
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