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ABSTRACT

Smart contracts play an important role in Ethereum blockchain systems by enabling
decentralized and automated transactions without intermediaries. However,
vulnerabilities in Solidity smart contracts remain a major security issue because
attackers can exploit coding weaknesses such as reentrancy attacks, unsafe external
calls, and insecure access control mechanisms. Traditional vulnerability detection
methods, including manual auditing and static analysis, often require high expertise
and lack interpretability. Therefore, this study proposes an Explainable Machine
Learning framework for smart contract vulnerability detection using Solidity source
code analysis. The proposed framework integrates TF-IDF feature extraction,
XGBoost classification, and SHAP (SHapley Additive Explanations) to provide high
detection performance and transparent model interpretability. A dataset consisting of
691 Ethereum smart contracts, including 346 safe contracts and 345 vulnerable
contracts, was used in this study. The experimental results show that the proposed
model achieved an accuracy of 97.84%, with precision, recall, and F1-score values
above 97%. The ROC analysis produced an AUC score of 0.9946, indicating excellent
classification capability between vulnerable and safe smart contracts. The SHAP
analysis revealed that features such as success, staticcall, gas, and origin
significantly influenced vulnerability prediction, while security mitigation features such
as nonreentrant and reentrancyguard were also identified as important indicators.
The results demonstrate that the proposed framework provides accurate,
interpretable, and transparent vulnerability detection for Ethereum smart contracts
and can assist blockchain developers and security auditors in improving blockchain
security analysis.

Keywords Explainable Machine Learning, Smart Contract Vulnerability Detection, Ethereum
Blockchain, Solidity Security Analysis, SHAP Explainability

INTRODUCTION

Blockchain technology has rapidly evolved as a decentralized system that
enables secure and transparent digital transactions without centralized
authorities [1]. Among various blockchain platforms, Ethereum is one of the
most widely adopted ecosystems due to its support for smart contracts and
decentralized applications (DApps) [2]. Smart contracts are self-executing
programs deployed on the blockchain that automatically execute predefined
operations when specific conditions are satisfied [3]. These contracts are widely
used in decentralized finance (DeFi), non-fungible tokens (NFTs), digital asset
management systems, healthcare systems, and supply chain management
applications.

Despite their advantages, smart contracts remain vulnerable to multiple security
threats caused by insecure coding practices and programming errors [4].
Vulnerabilities such as reentrancy attacks, unsafe external calls, integer
overflow, and insecure access control mechanisms can be exploited by
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attackers to compromise blockchain systems and steal digital assets [5]. One
of the most significant incidents was the DAO attack, where attackers exploited
a reentrancy vulnerability and caused financial losses worth millions of dollars
[6]. Since smart contracts are immutable after deployment, vulnerabilities
become difficult to patch once deployed on the blockchain network. Therefore,
smart contract vulnerability detection has become an important research area
in blockchain security analysis [7].

Traditional vulnerability detection approaches mainly rely on manual auditing
and static analysis tools such as Slither, Mythril, and Oyente [8]. Although these
approaches can identify predefined vulnerability patterns, they often require
extensive expertise and may produce false positive results. In addition, static
analysis methods may face scalability limitations when processing large
volumes of Solidity source code. These limitations motivate researchers to
develop automated vulnerability detection approaches using machine learning
techniques.

Recent studies have demonstrated that machine learning algorithms can
effectively detect vulnerabilities within Solidity smart contracts [9]. Several
approaches have utilized Random Forest, Support Vector Machine (SVM),
Convolutional Neural Networks (CNN), and Long Short-Term Memory (LSTM)
models for vulnerability classification. These methods achieved promising
classification accuracy and demonstrated the capability of machine learning
techniques in identifying security-related patterns from source code analysis.

However, most existing machine learning-based approaches still operate as
black-box models that provide predictions without clear explanations regarding
how the decisions are generated [10]. In blockchain security environments,
explainability is critically important because developers and security auditors
require interpretable systems to understand why a smart contract is classified
as vulnerable. The lack of interpretability reduces trustworthiness and limits the
practical adoption of machine learning models for real-world blockchain auditing
processes.

Based on the state-of-the-art analysis, previous studies primarily focused on
improving vulnerability detection accuracy while paying limited attention to
explainability and transparency [11]. Existing methods rarely analyze the
contribution of individual Solidity features toward vulnerability prediction results.
Consequently, security analysts often experience difficulties in understanding
which coding patterns significantly influence vulnerability detection decisions.

To address this research gap, this study proposes an Explainable Machine
Learning framework for smart contract vulnerability detection in Ethereum
blockchain using Solidity source code analysis. The proposed framework
integrates TF-IDF feature extraction, XGBoost classification, and SHAP
(SHapley Additive Explanations) to provide both high detection performance
and interpretable prediction results. The proposed approach not only detects
vulnerable smart contracts but also explains the contribution of Solidity features
associated with security vulnerabilities and mitigation mechanisms.

The main contributions of this study are as follows. First, this study proposes a
machine learning-based framework for Ethereum smart contract vulnerability
detection using Solidity source code analysis. Second, the framework integrates
SHAP explainability analysis to improve transparency and interpretability in

Ramaloo (2026) J. Curr. Res. Blockchain. 217



Journal of Current Research in Blockchain

blockchain security detection. Third, the proposed framework identifies
important Solidity features associated with vulnerability patterns and security
mitigation mechanisms. Finally, the experimental results demonstrate that the
proposed approach achieves high classification performance while maintaining
explainable and interpretable predictions for blockchain security analysis.

Literature Review

Blockchain is a decentralized distributed ledger technology that enables secure
and transparent digital transactions without centralized control [12]. Ethereum
extends blockchain functionality by supporting smart contracts, which are self-
executing programs deployed on the blockchain network [13]. Smart contracts
automatically execute predefined rules and conditions, enabling decentralized
applications (DApps) in various domains such as finance, healthcare, supply
chain management, and digital asset trading [14].

Solidity is the primary programming language used for Ethereum smart contract
development. Although Solidity provides flexibility for decentralized application
development, programming errors and insecure coding practices may introduce
security vulnerabilities into smart contracts [15]. Since deployed smart contracts
are immutable, vulnerabilities can lead to irreversible financial losses and
exploitation attacks.

Smart contract vulnerabilities represent security weaknesses that can be
exploited by attackers to manipulate blockchain systems or steal digital assets
[16]. One of the most common vulnerabilities is the reentrancy attack, where
malicious contracts repeatedly invoke external calls before the contract state is
updated [17]. Other common vulnerabilities include integer overflow, unsafe
external calls, denial of service attacks, and insecure access control
mechanisms [18].

Several high-profile blockchain attacks have demonstrated the severe impact
of smart contract vulnerabilities. The DAO attack remains one of the most
significant incidents in Ethereum history, where attackers exploited a reentrancy
vulnerability to steal millions of dollars worth of cryptocurrency [19]. These
incidents highlight the importance of implementing reliable vulnerability
detection techniques for blockchain security analysis.

Machine learning has recently gained attention as an effective approach for
automated vulnerability detection in smart contracts [20]. Unlike traditional static
analysis methods, machine learning techniques can learn complex security-
related patterns directly from source code data [21]. Previous studies have
utilized algorithms such as Random Forest, Support Vector Machine (SVM),
Naive Bayes, and XGBoost for smart contract classification tasks [22].

Deep learning approaches, including Convolutional Neural Networks (CNN) and
Long Short-Term Memory (LSTM), have also been explored to improve
vulnerability detection performance [23]. These models can capture semantic
and sequential relationships within Solidity source code, enabling more
accurate vulnerability prediction. In addition, transformer-based architectures
and graph neural networks have recently been introduced to analyze smart
contract structures more effectively [24].

Although machine learning approaches have demonstrated promising
classification accuracy, many existing models still operate as black-box systems
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that provide limited interpretability regarding prediction decisions [25].

Explainable Artificial Intelligence (XAl) refers to techniques that improve
transparency and interpretability in machine learning systems [26]. In
cybersecurity and blockchain environments, explainability is essential because
security analysts require understandable explanations regarding why a system
identifies certain activities as malicious or vulnerable [27].

SHAP (SHapley Additive Explanations) is one of the most widely used
explainability methods for machine learning interpretation [28]. SHAP calculates
feature contribution values based on Shapley theory from cooperative game
theory, enabling detailed analysis of how individual features influence model
predictions [29]. Previous studies have shown that SHAP can effectively
improve transparency in cybersecurity, malware detection, fraud detection, and
intrusion detection systems [30].

In smart contract vulnerability analysis, explainability techniques can help
developers and auditors understand which Solidity features contribute
significantly to vulnerability prediction. This capability improves trustworthiness
and supports more reliable blockchain security auditing processes.

Method

This study proposes an Explainable Machine Learning framework for detecting
vulnerabilities in Ethereum smart contracts using Solidity source code analysis.
The proposed framework integrates data preprocessing, feature extraction,
machine learning classification, and explainability analysis to provide accurate
and interpretable vulnerability detection. The overall research workflow is
presented in figure 1.

1. Dataset Collection 2. Data Preprocessing 3. Vulnerability Labeling 4. Feature Extraction 5. Machine Learning 6. Explainability 7. Performance
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Figure 1 Proposed Research Framework

* Normalization

The framework consists of several stages, including dataset collection, data
preprocessing, vulnerability labeling, feature extraction, machine learning
classification, explainability analysis, and performance evaluation.

Dataset Collection

The dataset used in this study consists of Ethereum smart contracts collected
from Solidity source code repositories. The dataset contains 691 smart
contracts categorized into vulnerable and safe contracts. Several attributes
were utilized during the analysis process, including smart contract addresses,
compiler versions, and Solidity source code. A detailed description of the
dataset attributes is presented in table 1. The dataset contains both metadata
and source-code attributes that provide information about the characteristics of
each smart contract. Among these attributes, CleanCode was selected as the
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primary feature source because it contains preprocessed Solidity source code
that has been cleaned and normalized for subsequent machine learning
analysis. The PureSolidityCode attribute was retained as the original source-
code reference, while the remaining metadata attributes provide contextual
information about each contract.

Table 1 Dataset Description

Attribute Description
ContractAddress Ethereum smart contract address
ContractName Name of smart contract
CompilerVersion Solidity compiler version
LicenseType License information
Proxy Proxy contract indicator
CleanCode Preprocessed Solidity source code
PureSolidityCode Original Solidity source code

The CleanCode attribute was selected as the primary feature source because
it contains cleaned Solidity source code suitable for machine learning analysis.

Data Preprocessing

Data preprocessing was performed to prepare Solidity source code before
feature extraction and classification. The preprocessing stage included
lowercase conversion, whitespace removal, normalization, and tokenization.
This process helps reduce noise within the dataset and improves the quality of
feature representation. The preprocessing workflow used in this study is
illustrated in figure 2.
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Figure 2 Smart Contract Processing Pipeline

The processed Solidity source code was transformed into normalized textual
representations before numerical feature extraction.

Vulnerability Labeling

Vulnerability labeling was conducted using rule-based pattern analysis to
classify smart contracts into vulnerable and safe categories. Several Solidity
patterns commonly associated with security vulnerabilities were used during the
labeling process. The vulnerability patterns and their corresponding vulnerability
categories are presented in table 2.

Table 2 Vulnerability Labeling Rules

Solidity Pattern Vulnerability Type
call.value() Reentrancy
delegatecall Unsafe External Call

tx.origin Access Control Issue
selfdestruct Dangerous Operation
send() Unchecked External Call

Smart contracts containing these patterns were categorized as vulnerable
contracts, while contracts without these patterns were categorized as safe
contracts. This labeling process enabled the creation of a binary classification
dataset for machine learning analysis. The vulnerability labeling process can be
represented as follows:

Ramaloo (2026) J. Curr. Res. Blockchain. 220



Journal of Current Research in Blockchain

Label(x) = 1 if vulnerability pattern exists (1)
Label(x) = 0 otherwise
In this equation, Label(x) represents the classification result of a smart contract.
A value of 1 indicates that the smart contract contains vulnerability-related
patterns, while a value of 0 indicates that the contract is categorized as safe.

Feature Extraction

Feature extraction was performed using the TF-IDF (Term Frequency—Inverse
Document Frequency) vectorization technique. TF-IDF converts textual Solidity
source code into numerical feature vectors based on term importance within the
dataset. This method helps identify significant Solidity terms that contribute to
vulnerability detection.

TF-IDF(t,d) = TF(t, d) X log (DF (t)) 2)
In this equation, TF-IDF (t, d) represents the frequency of term t in document d,
while DF(t) represents the number of documents containing the term t. The
variable N represents the total number of documents within the dataset. TF-IDF
assigns higher weights to terms that frequently appear in a specific document
but rarely appear across other documents, making the features more
informative for classification. The TF-IDF configuration used in this study is
presented in table 3.

Table 3 Feature Extraction Configuration

Parameter Value
Vectorization Method TF-IDF
Max Features 5000
Text Preprocessing Lowercase and whitespace removal
Tokenization Word-based

The TF-IDF vectorization process generated a feature matrix consisting of 5000
numerical features extracted from Solidity source code.

Machine Learning Classification

The classification process utilized the XGBoost algorithm to classify vulnerable
and safe smart contracts. XGBoost is a gradient boosting-based machine
learning algorithm known for its high classification performance and
computational efficiency in structured data analysis.

K
5= ) filxd) )
k=1

In this equation, ¥, represents the predicted output for input data x;, while f;
represents the decision tree function used within the boosting process. The
variable K represents the total number of decision trees used in the model.
XGBoost combines multiple decision trees iteratively to improve classification
performance and reduce prediction errors. The hyperparameter configuration
used in this study is shown in table 4.

Table 4 Machine Learning Parameters

Parameter Value
Model XGBoost
n_estimators 100
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max_depth 6
learning_rate 0.1
objective binary:logistic

The dataset was divided into training and testing sets using an 80:20 ratio. The
XGBoost model was trained using the training dataset and evaluated using the
testing dataset.

Explainability Analysis

To improve model interpretability, this study implemented SHAP (SHapley
Additive Explanations) to analyze the contribution of Solidity features toward
vulnerability prediction. SHAP provides transparent explanations regarding how
individual features influence the prediction results generated by the machine
learning model.

ISIAF] = 18] = D)!
|F|!

¢o; =

SCF\{i}

[F(S U (i) — £(S)] ()

In this equation, ¢; represents the SHAP value of feature i, which measures the
contribution of a specific feature toward the prediction result. The variable F
represents the complete set of features, while S represents a subset of features
used during the contribution calculation. SHAP evaluates how much each
feature contributes to increasing or decreasing the model prediction output. The
explainability workflow used in this study is illustrated in figure 3.
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Figure 3 Explainable Al Workflow

The SHAP configuration used in this study is presented in table 5.
Table 5 SHAP Configuration

Component Method
Explainability Method SHAP
Explainer Type TreeExplainer
Output Interpretation Feature contribution analysis
Visualization Summary Plot

The SHAP analysis enabled interpretation of feature importance and provided
transparent explanations regarding how Solidity source code features
influenced vulnerability prediction results.

Performance Evaluation

The performance of the proposed framework was evaluated using accuracy,
precision, recall, F1-score, confusion matrix analysis, and ROC-AUC analysis.
Accuracy was used to measure the overall correctness of the classification
model in identifying vulnerable and safe smart contracts. Precision was utilized
to evaluate how many smart contracts predicted as vulnerable were actually
vulnerable, while recall measured the capability of the model in detecting
vulnerable smart contracts from all vulnerable instances within the dataset.
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The F1-score was used to evaluate the balance between precision and recall.
In addition, confusion matrix analysis was performed to provide detailed
information regarding correct and incorrect classifications generated by the
model. ROC-AUC analysis was also conducted to measure the discrimination
capability of the proposed framework in distinguishing vulnerable and safe
smart contracts across different classification thresholds.

These evaluation metrics were used to comprehensively assess the
effectiveness and reliability of the proposed Explainable Machine Learning
framework for Ethereum smart contract vulnerability detection.

Result and Discussion
Dataset Distribution

The dataset used in this study consists of 691 Ethereum smart contracts
obtained from Solidity source code repositories. The contracts were categorized
into two classes, namely safe contracts and vulnerable contracts. The dataset
distribution is relatively balanced, consisting of 346 safe contracts and 345
vulnerable contracts, which helps reduce classification bias during model
training and evaluation. The distribution of the two classes is presented in table

6.
Table 6 Dataset Distribution
Class Number of Samples
Safe 346
Vulnerable 345

As shown in table 6, the difference between the two classes is only one contract,
indicating a highly balanced dataset. This relatively balanced distribution
reduces the potential for substantial class bias during model training and
evaluation and provides a suitable basis for binary classification of smart
contract vulnerabilities.

Classification Performance

The proposed Explainable Machine Learning framework employed the XGBoost
classifier combined with TF-IDF feature extraction for vulnerability detection in
Solidity smart contracts. The evaluation results demonstrate that the proposed
model achieved excellent classification performance across all evaluation
metrics. The classification performance results are presented in table 7.

Table 7 Classification Performance

Metric Score
Accuracy 97.84%
Precision 97.85%

Recall 97.84%
F1-Score 97.84%

The model achieved an accuracy score of 97.84%, indicating that the proposed
approach successfully classified most smart contracts correctly. The precision
and recall scores also demonstrate that the model maintained a strong balance
between detecting vulnerable contracts and minimizing incorrect predictions.
These results indicate that the proposed framework is highly effective for smart
contract vulnerability detection tasks. In cybersecurity applications, reducing
false negative predictions is extremely important because undetected
vulnerabilities may expose blockchain systems to severe security risks. The
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obtained results show that the proposed framework successfully minimizes such
risks.

Confusion Matrix Analysis

To provide a more detailed assessment of the classification results, a confusion
matrix was generated to examine the relationship between the actual and
predicted classes. The numerical confusion matrix results are presented in table
8, while the corresponding visualization is shown in figure 4.

Table 8 Confusion Matrix Results

Actual / Predicted Safe Vulnerable
Safe 68 2
Vulnerable 1 68

The confusion matrix indicates that 68 safe contracts and 68 vulnerable
contracts were correctly classified by the model. Only three contracts were
misclassified during the testing process. This result demonstrates that the
proposed model has a very low error rate and maintains highly reliable detection
performance.

Safe

Actual Label

- 30

-20

Wulnerable
'

-10

l
Safe Wulnerable
Predicted Label

Figure 4 Confusion Matrix

The low number of false positive and false negative predictions further confirms
the robustness of the proposed machine learning framework for blockchain
security analysis.

SHAP Explainability Analysis

To improve model interpretability, SHAP (SHapley Additive Explanations) was
implemented to explain how individual Solidity features contribute to
vulnerability prediction. The SHAP summary plot illustrates the influence of each
feature on the classification output.

The results (figure 5) show that features such as staticcall, success, and gas
have strong impacts on the model predictions. These features are commonly
associated with low-level external interactions and Ethereum Virtual Machine
(EVM) operations, which are often related to security vulnerabilities such as
reentrancy attacks and unsafe external calls.
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Figure 5 SHAP Summary Plot

The feature origin also contributes significantly to vulnerability prediction. This
feature is related to the use of tx. origin, which is widely recognized as an
insecure access control mechanism in Solidity smart contracts. Furthermore,
security-related features such as nonreentrant and reentrancy guard were
identified by the model, indicating that the proposed framework can recognize
both vulnerable coding patterns and security mitigation mechanisms.

Feature Importance Analysis

Feature importance analysis was conducted to identify the most influential
features contributing to smart contract vulnerability detection. The XGBoost
model generated importance scores based on the contribution of each feature
during the classification process. The ten most important features identified by
the model are presented in table 9, while their relative contributions are
visualized in figure 6.

Table 9 Top Important Features

Feature Importance
success 0.120
tokens 0.087
gas 0.055
let 0.046
reentrancyguard 0.040
true 0.040
32 0.031
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data 0.028
mul 0.022
nonreentrant 0.022

As shown in table 9, the feature success achieved the highest importance score
of 0.120, indicating that low-level external call validation patterns play a
significant role in vulnerability prediction. The features tokens and gas ranked
second and third, with importance scores of 0.087 and 0.055, respectively.
These results suggest that token-related operations and gas management
patterns provide valuable information for distinguishing between vulnerable and
safe smart contracts.

success

tokens

gas

let

reentrancyguard

Feature

true

32

data

mul

nonreentrant

I T T T T T T
0.00 . 0.04 0.06 0.08 0.10 0.12
Importance Score

Figure 6 Top 10 Feature Importance

The feature importance distribution illustrated in Figure 6 further confirms the
dominance of success, tokens, and gas in the classification process. Several
additional features, including let, true, data, and mul, also contributed to the
model's predictive capability, indicating that the framework captures a diverse
set of lexical and programming-related patterns from Solidity source code.

Notably, the features reentrancyguard and nonreentrant achieved importance
scores of 0.040 and 0.022, respectively. These terms are commonly associated
with security mechanisms designed to mitigate reentrancy attacks. Their
presence among the most influential features indicates that the proposed model
is capable of recognizing not only vulnerable coding patterns but also defensive
programming practices implemented within smart contracts.

Overall, the results presented in table 9 and figure 6 demonstrate that the
proposed explainable machine learning framework successfully identifies
security-relevant features embedded in Solidity source code. The feature
importance analysis confirms that the model relies on meaningful vulnerability-
related indicators, thereby supporting both the predictive performance and
interpretability of the proposed smart contract vulnerability detection framework.

ROC Curve Analysis

Receiver Operating Characteristic (ROC) analysis was performed to evaluate
the discrimination capability of the proposed machine learning model. The
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proposed framework achieved an AUC score of 0.9946 (figure 7), which
indicates excellent classification capability between vulnerable and safe smart
contracts. The ROC curve demonstrates that the model maintains a high true
positive rate while minimizing false positive predictions. This result confirms the
effectiveness and stability of the proposed approach in vulnerability detection
tasks.
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Figure 7 ROC Curve

SHAP Feature Importance Interpretation

Global feature interpretation was further analyzed using SHAP feature
importance visualization. The resulting SHAP feature importance visualization
is presented in figure 8. As shown in figure 8, staticcall has the highest mean
absolute SHAP value, followed by success and gas. This indicates that these
features have the greatest overall influence on the model output among the
evaluated Solidity tokens. In particular, staticcall represents a mechanism for
performing read-only external calls, while success and gas are closely related
to the execution and validation of external contract interactions. Their high
SHAP contributions suggest that patterns associated with low-level contract
execution provide important information for distinguishing vulnerable and safe
smart contracts.

Other features, including true, tokens, owner, library, account, token, and origin,
also contribute to the model's predictions, although their overall influence is
lower than that of the three leading features. The presence of origin among the
influential features is particularly relevant because the tx.origin pattern can be
associated with access-control weaknesses in Solidity contracts.

The results illustrated in figure 8 demonstrate that SHAP provides a global
perspective on feature influence by measuring the average magnitude of each
feature's contribution to the model output. This analysis complements the
conventional XGBoost feature importance analysis by providing an alternative
interpretation of which source-code patterns most strongly affect vulnerability
predictions. Overall, the explainability analysis indicates that the proposed
framework not only achieves high classification performance but also provides
interpretable evidence regarding the Solidity features that influence its decision-
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making process.
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Figure 8 SHAP Feature Importance

Vulnerability Interpretation Analysis

To further analyze the security implications of the extracted features,
vulnerability interpretation analysis was conducted. The security interpretation
of the selected features is presented in table 10.

Table 10 Vulnerability Interpretation

Feature Security Interpretation
tx.origin Risky access control mechanism
delegatecall Unsafe external interaction
nonReentrant Reentrancy mitigation mechanism
success Low-level external call handling
call.value Potential reentrancy vulnerability

As shown in table 10, the extracted features represent both potentially
vulnerable coding patterns and security mitigation mechanisms. The tx.origin
feature is associated with potentially unsafe access-control practices, while
delegatecall represents an external interaction mechanism that can introduce
security risks when improperly implemented. Similarly, call.value is commonly
associated with potential reentrancy vulnerabilities because it can transfer Ether
while invoking external contract functionality.

In contrast, nonReentrant represents a defensive programming mechanism
designed to mitigate reentrancy attacks. The presence of success reflects the
handling of low-level external call outcomes, which can provide important
information for identifying potentially unsafe contract execution patterns. These
findings indicate that the model captures both vulnerability-related patterns and
security-oriented programming constructs rather than relying solely on individual
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vulnerability keywords.

Overall, the results presented in Table 10 demonstrate that the proposed
Explainable Machine Learning framework can associate influential Solidity
features with meaningful security characteristics. Combined with the feature
importance and SHAP analyses presented previously, these findings support
the interpretability and transparency of the proposed framework for smart
contract vulnerability detection and blockchain security analysis.

Discussion

The experimental results show that the proposed Explainable Machine Learning
framework successfully detected vulnerabilities in Ethereum smart contracts
with high classification performance [7], [8], [13], [15]. The model achieved an
accuracy of 97.84%, indicating that XGBoost combined with TF-IDF feature
extraction is effective for Solidity source code classification. The confusion
matrix analysis demonstrated that only three contracts were misclassified
during testing. The model correctly classified 68 safe contracts and 68
vulnerable contracts, which indicates strong detection capability and low
classification error.

The ROC analysis produced an AUC score of 0.9946, showing that the
proposed model has excellent capability in distinguishing vulnerable and safe
smart contracts [9], [22], [23]. This result confirms that the framework maintains
stable classification performance across different prediction thresholds. The
SHAP explainability analysis provided important insights into the decision-
making process of the model. Features such as success, staticcall, gas, and
origin significantly influenced vulnerability prediction. These features are closely
related to low-level external interactions and access control mechanisms that
frequently appear in vulnerable Solidity contracts [5], [7], [15], [18].

The feature success obtained the highest importance score of 0.120094,
indicating that external call validation patterns strongly contribute to vulnerability
detection. In addition, features such as reentrancy guard and nonReentrant
were also identified as important indicators, demonstrating that the model
successfully recognizes security mitigation mechanisms against reentrancy
attacks [15], [16], [18]. The integration of SHAP improved the interpretability of
the proposed framework by providing transparent explanations regarding
feature contributions. This explainability capability is important in blockchain
security analysis because security auditors require interpretable systems to
understand why a smart contract is classified as vulnerable [10], [24]-[26].

Conclusion

This study proposed an Explainable Machine Learning framework for smart
contract vulnerability detection in Ethereum blockchain using Solidity source
code analysis. The proposed framework integrated TF-IDF feature extraction,
XGBoost classification, and SHAP explainability analysis to improve both
detection performance and model interpretability.

The experimental results demonstrated that the proposed model achieved an
accuracy of 97.84%, with precision, recall, and F1-score values exceeding 97%.
The confusion matrix analysis showed that the model successfully classified
most vulnerable and safe smart contracts with only a small number of
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misclassifications. Furthermore, the ROC analysis produced an AUC score of
0.9946, indicating excellent classification capability.

The SHAP explainability analysis revealed that features related to low-level
external interactions, gas handling, and access control mechanismes significantly
influenced vulnerability prediction. Features such as success, staticcall, gas,
and origin were identified as the most influential indicators during the detection
process. The framework also successfully recognized security mitigation
mechanisms such as nonreentrant and reentrancyguard.

The results indicate that the proposed Explainable Machine Learning framework
not only achieves high vulnerability detection accuracy but also provides
transparent and interpretable explanations for blockchain security analysis. The
integration of Explainable Al improves the trustworthiness of machine learning
models and supports security auditors in understanding vulnerability-related
patterns within Solidity smart contracts.

Future research may focus on implementing multiclass vulnerability
classification, integrating deep learning approaches, and expanding the dataset
using real-world blockchain vulnerability repositories to further improve
detection capability and generalization performance.
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